Faculty of Information Technology

Cybersecurity Department

Study Plan of the Bachelor's Degree

In: Cybersecurity
Academic Year: 2025/2026

Study Plan Credit hours (132) Type of Program: Blended
Major Type: "Humanities W Scientific/ Technical Science Medical

Percentage  of study plan

Teaching Type hours/numb Actual Ratio
ours/number

Complete Online E-Learning 20% - 10% Maximum 20%

Blended learning (for scientific majors) a0% - 30% Maximum 49.2%

Face-to-face learning (for scientific majors) | 30% Minimum 30.8%

Note: The learning types of the courses are disseminated at all academic levels in the program
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Department Vision

Excellence in education, learning, and scientific research, contributing to enhancing digital security and protecting
cyberspace at both the local and global levels through programs that align with labor market needs and serve the
community.

Department Mission

Preparing qualified and specialized professionals in the field of cybersecurity who possess the knowledge, practical
skills, and research capabilities to address cyber threats targeting the public and private sectors by developing
innovative solutions to current and future security challenges.

Program Mission

Preparing competitive students in the field of cybersecurity to meet the needs of the local community through
scientifically and practically qualified faculty. The program ensures the ability to keep up with advancements and
progress according to local and international standards while providing high-quality academic and practical
courses that align with e-learning requirements.

Educational Program Objectives
. Acquire the necessary theoretical and practical knowledge and skills in the field of cybersecurity.

2. Develop professional competencies to confidently practice their profession and compete locally and
globally.
3. Engage in continuous learning and professional development amid technological advancements.
Prepare students to work effectively in teams while upholding ethical and professional responsibilities
and addressing societal needs.
Educational Program Outcomes
Graduates of the program will have the ability to:
. (Knowledge): Define computing principles and other related disciplines to identify solutions.
2. (Knowledge): Recognize professional responsibilities, ethical theories, and legal and social issues.
3. (Knowledge): Explain security principles and practices to maintain operations in the presence of risks and
threats.
(Skill): Analyze computing problems to identify solutions.
(Skill): Design, implement, and evaluate a computing-based solution to meet specific computing requirements

oo

in the context of the program's discipline.

B.  (Skill): Communicate effectively in a variety of professional contexts.

7. (Skill): Apply cybersecurity computing practices based on legal and ethical principles.

8. (Skill): Assess the severity of security risks, threats. or cybercrimes to ensure operational continuity.

. (Competence): Work effectively as a team member or leader in activities relevant to the program's discipline.

[0. (Competence): Build security knowledge and skills to maintain operations in the presence of risks and
threats.
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Plan Contents

The study plan for a bachelor's degree consists of a major in Cyber Security Of (132) credit hours
disseminated as follows:

Sequence | Classification Credit Hours Percent %

Ist University Requirements 21 20%
Znd College Requirements 18 4%
3rd Program Requirements g7 66%
Total 132 100%

Coding System Approved by the University

4 0 a Semester | year -

College Code Major Code Knowledge domain Course Level Sequence

4 Faculty of 0 5 Cybersecurity
Information
Technology

Knowledge Domain

Domain Credited
Code Knowledge Domain Hours of
Study Plan
| Computer Science and Algorithms: Discrete Mathematics, Data Structures,
: : : . 2
Algorithms Design and Analysis. Operating Systems.
i Programming: Networks and Information Security Programming, Web Application
Programming. b
3 Fundamentals of Cybersecurity: Introduction to Cybersecurity, Digital forensics, Data
and software security, Network Management and Security, System and Infrastructure (5
Security.
A FO26-1 Rev. d A
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Domain Credited
Code Knowledge Domain Hours of
Study Plan
4 Cybersecurity: Cryptography, Digital Forensics, Data Integrity and authentication,
Secure communication protocols, Penetration Testing. b
a Supporting Knowledge Areas: Statistics, Linear Algebra. B
B Elective Courses: Several courses within the sub-field of the program. q
1 Field training: 3 hours after passing a minimum of 80 credit hours. 7
8 Graduation Project (1): 2 credit hour after passing 30 credit hours.
Graduation Project (2): 7 credit hours after passing graduation project (1) 4

First: University Requirements: (27) Credit Hours
A. Compulsory Requirements: (I18)Credit Hours

Teaching type
E :: -:-z N[:uu:lrl;se?' Teaching type ﬁ:::: Prerequisite
- Communication and Communication
\ SOMDA | o (rabic) 3| sosim
Communication and Communication
\ 50505 Skils | (English) 3| §05i2
\ alall20a | Life Skills and Social Responsibility 3
\ alall206 | National Education 3
\ alall305 | Leadership and Innovation 3
\ allall308 | Military Sciences 3
\ 20541208 | Volunteer Work and Community Development 1
Total 18
B. Elective Requirements: (3)Credit Hours from the following list:
Teaching type
E :2 E 'fl:]:ll;:i Teaching type ﬁ:ﬁ:: Prerequisite
- Communication and Communication alalliD4
v 03208 gy 9 (Arabic) 3
Communication and Communication alalling
v 0307 gyils 9 (Englsh) 3
QA FO26-1 Rev. d A
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Ref.: Deans' Council Session (16/2025-2028), Decision No.: 1l Date 23/12/2025

Teaching type
E :2 E lf;:;:i Teaching type ﬁ::ﬂ: Prerequisite
\/:. a0a21203 | Principles of Psychology 3
\ 0021204 | Human Rights 3
\ aladN0l | Islamic Culture 3
\ 0331205 | Quds and the Hashemite Guardianship 3
\ 0041103 | Computer Skills 3 alali3
\ ala41204 | Development and Environment 3
\ ala41206 | Health and Society 3
\ ala41208 | Introduction to Sustainable Development 3
\ alla4l2l | Introduction to Artificial Intelligence 3
\ 20041308 | Foreign Language 3
\ 20541309 | Digital Culture 3 03
Total g
C. Remedial course: (0) Credit Hours
Teaching type E;:::tsid Theoretical | Practical Rezzfs-ite
LHIE g’ :: E - lll::::l;s;- Course Title
alaf Arabic
<\ Language 3 \
Rasics
a0alliz English
<\ Language 3 \
Rasics
Computer
v 5051113 Qasics 3 v
Total 0
QA FO26-1 Rev. d A
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Second: College Requirements: (18) Credit Hours
A. Compulsory Requirements: (18) Credit Hours

Teaching type
E g ;g '-"-2 ﬁ::l;s;- Course Title E;izi::d Theoretical | Practical R:];?s-ite
N A0740D] Fundamentals of information 3 3 0
technology
\ 40722101 | Websites Design 3 3 a 40740101
v ala21101  (Caleulus | 3 3 0
\ [50511208 |Discrete Mathematics 3 3 0 alaziol
\ 40733203 | Operating Systems 3 3 I 40712102
J |4nmging | Morithms Design and 3 3 0|07
Analysis
Total 18 18 0
Third: Program Requirements (87) Credit Hours
A. Compulsory Requirements: (7a) Credit Hours
Teaching type
"f".l, g = 'E ﬁ alrse Course Title tratlizn Theoretical | Practical | Pre-Requisite
£E | E 82 umber Hours
J S05 (1708 English L?nguage for | | 0
Information Technology
\ 40721001 Introduction to Programming 3 3 I
N 40721102 Eahnratnrynflntrnducﬂuntn ' 0 7 40721101 (co)
rogramming
N 40721208 |Object Oriented 3 3 I 4072101
Programming
N 40721204 |laboratory of Object- | I i 40721203
Oriented Programming (co)
N 4072102 Data Structures 3 3 a 407212038
v 4072103 Laboratory of Data Structure | 0 2 ?EDIZ)IZIDZ
N | 40742207 |Databases 3 3 a 40712102
N | 40742203 |Laboratory of Databases I 1 i 40742202 (co)
J 40043101 Data qnd software 7 3 0 40777705
security
Programming of Internet 40722101-
VOIS s : : U 742209 (eo)
A
FOZ6-1, Rev. d
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Ref.: Deans' Council Session (16/2025-2028), Decision No.: 1l Date 23/12/2025

Teaching type
"f".l, E’ = 'E E ourse Course Title Hili Theoretical | Practical | Pre-Requisite
£E| 8 E umber Hours
(40743204  (Computer Netwarks 3 3 0 @074101
Introduction to
V1 loseon Cyberseaurity : 3 0
NI Eﬁgﬂjﬂfﬂ”ﬁ's of 3 3 0 |ansan)
vosigzny - enandinivesiuete gy g nsgng
ECUrity
V| osigng  porormeton Securty 3 3 0 |aDsean?
v |ams4a704 §EEL”?E§ Management and | 3 0 |A0743704
Artificial Intelligent
v 40544221 |Applications in 3 3 0 40713104
Cybersecurity
v 40044108 |Ethical Hacking 3 Vi 7 40543204
< 405044218 |Penetration Testing ki 2 7 40543204
NI Networks and Information 3 3 0 oS
Security Programming
40044213 |Digital Forensics 3 i i 40543204
N \54qn3 et integrity and 3 3 0 |4D7203
authentication
Secure Systems
\ 40543202 Development and Design 3 3 0 40543101
Cybersecurity Ethics,
\ 40543102 Risks and Palicies 3 3 0 (405941200
\ 40584202  [Field Training 3 I 3 |Complete 80 CH
V| losason ﬁ')]p“Ed braduation Project | 0 7 Lomplete 80 CH
N 40594203 é\zp)p“Ed braduation Praject | 0 7 54200
Total 12 a7 15
* Credit Hours
QA FO26-1, Rev, d
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B. Elective Requirements: (3) Credit Hours

Teaching type
Eg :2 -:-2 'E::I;s; Course Title E;_'Izﬂi::d Theoretical | Practical Rel;:?s-ite
N wseay | greess - Netorkg ? 2 40743204
ecurity
N 454y |mternet - of - Things o 3 0 40743204
Security
N I e 3 0 40543103
ecurity
Special  Topics  On Complete
v Allad42lh Cybersecurity : : ! G0 CH
J 4054410g | irusion Detection and g 3 0 40543204
revention
N 4n54dgyg |Detabase Management o 3 0 40742703
Systems Security
Emerging Topics on Complete
v 10544220 Cybersecurity 3 3 D G0 CH
N 40543705 |Networks  Monitoring o 3 0 40543204
and Certification
N T e 3 0 4054310
ecurity
Total g g 0
C. Ancillary Courses: (E) Credit Hours
Teaching type
E B 'E ,I‘Zuurse Course Title b i Theoretical | Practical | Pre-Requisite
= 'E £ umber Hours
Principle of
v 5053000 | Statistics and 3 0
Probability
v 50212104 | Linear Algebra (1) 3 0 5052101
Total B 0
QA FO26-1, Rev, d ﬁ
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Guidance plan

First Year

First Semester

Type of Credited
Course No. Course Title ypE.u redite Prerequisite | Co-requisite
Learning Hours*
4TIl Fundamentals of Information Blended 3
Technology
40721101 Introduction to Programming Face-to-Face 3
sy | Leboratory of ntroductionto— ) e pece 1 4072101
Programming
40541201 Introduction to Cybersecurity Blended 3
ala2ii0r | Calculus (1) Blended 3
gggv;izirtnyEE:mpulsury Online E-Learning 3
Total 16
Second Semester
Type of Credited
Course No. Course Title ypelu redite Prerequisite | Co-requisite
Learning Hours*
40722101 | Websites Design Blended 3 40741101
40721208 | Object Oriented Programming Face-to-Face 3 40721101
40771904 Eﬂhuratury. of Object-Oriented | Face-to-Face | Ve
rogramming
0508 English Lgnguagﬂ for Blended |
Information Technology
n0ol208 | Discrete Mathematics Face-to-Face 3 ala2101
20212104 | Linear algebra (1) Blended 3 a0a2110f
50531100 PFII'IEI|J|.E. of Statistics and Blended 3
Probability
Total 17
* Credit Hours
FO26-1 R, d
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Second Year

First Semester

Course No. Course Title I ,ﬂf SR Prerequisite | Co-requisite
Learning Hours
40743204 | Computer Networks Face-to-Face 3 40741101
40712102 | Data Structures Face-to-Face 3 40721208
40712103 | Laboratory of Data Structures | Face-to-Face | 40712102
40542103 | Data integrity and authentication | Blended 3 407212038
40542102 | Fundamentals of Encryption Face-to-Face 3 40541201
I_Iniva.rsity Compulsory Blended 3
Requirement
Total 16
Second Semester
Course No. Course Title Type ,ﬂf Credied Prerequisite | Co-requisite
Learning Hours
40543004 Elatwu.rk Management and Face-to-Face 3 40743204
ecurity
40722205 | regramming of Internet Face-to-Fare 3| | aoenn
Applications
40742202 | Databases Face-to-Face 3 40712102
40742208 | Laboratory of Databases Face-to-Face | 40742202
40943103 | Information Security Protocols | Blended 3 40342102
UniVE.rSity bompulsory Online E-Learning 3
Requirement
Total 16
A
FO26-1, Rev. d A
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Third Year
First Semester
Course No. Course Title I ,ﬂf B Prerequisite | Co-requisite
Learning Hours
043005 | Networks Nonitoring and Blended 3| 40543204
Certification
40543101 | Data and software security Blended 3 40722205
40733208 | Dperating Systems Blended 3 40710102
40713104 | Algorithms Design and Analysis Face-to-Face 3 40712102
igsigmy | Cyberseourity Ethics. Risks and Blended 3| 405401
Policies
University Compulsory Online E- 3
Requirement Learning
Total 18
Second Semester
Course No. | Course Title Type of Learning Elgi[ri::Ed Prerequisite | Co-requisite
40544213 | Digital Forensics Blended 3 40543204
40g4zan | System and Inirastructure Blended 3| 40543004
Security
kg | Networks and Information Face-to-Face 3 40543101
Security Programming
Program Elective Requirement Rlended 3
University Elective Requirement | Online E-Learning 3
UniVE.rSity bompulsory Online E-Learning 3
Requirement
Total 18
A
FO26-1, Rev. d A
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Fourth Year

First Semester

Course No. | Course Title Type of Learning EI:ZT:EEI Prerequisite | Co-requisite
40544218 | Penetration Testing Blended 3 40543204
qaségany | pecure Sistems Developmentand | g, 3| 405430
esign
40584200 | Applied Graduation Project () | Blended I
University Elective Requirement | Online E-Learning 3
Univgrsity Lompulsary Online E-Learning 3
Requirement
Program Elective Requirement Blended 3
Total 17
Second Semester
Course No. | Course Title Type of Learning E;iﬂ:ﬁd Prerequisite | Co-requisite
40544108 | Ethical Hacking Rlended 3 40543204
. . Complete
40584207 | Field Training Blended 3 20 CH
40594203 | Applied Graduation Project (2) Blended i 401594200
University Elective Requirement | Online E-Learning 3
Program Elective Requirement Blended 3
Total 14
A
FO26-, Rev. d ZA
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Courses Tree

College: College of Information Technology

Major: Cyber security Program

Program: Bachelor

2

Ulogloall oglgiai auls

College of Information Technology

Department: Cyber security
Issue Number 6 - Date: 01/08/2025

First

First Fundamental " Laboratory of - University
Semester of Information Intfoduction to Introduction to Introduction to Calculus (1) Compulsory
programming 3 Cybersecurity !
16 Hours Technology programming Requirement
—l_l L
4 v y ¢
Second ” Lab. inci . .
Website Object Oriented aboratory of English Language Principles of Linear Discrete
Semester Design Pv‘ogvamming Object Oner!ted for |ﬂt0"|;latl0" Statistics and Algebra (1) Mathematics
17 Hours L 8y Probability
l v l l l
First Computer Data Laboratory of Data;r:‘t:grity Fundamentals c‘;:‘;i"];i:{y
Seigansytser Networks Structures Data Structures Authentication of Encryption Requirement
l 3 v l
4
Second Network Programming Information University
S t Management of Datab Laboratory of Security Compulsor
emester and Securit Applications Databases Protocol Requil y
16 Hours y P! otocols equirement
FirSt Al Applications Dataand Operatin Algorithm Cybersecurity University
SemGSter A s Software SP " 8 Design Ethics, Risks Compulsory
18 Hours in Cybersecurity Security ystems and Analysis and Policies Requirement
Second S p rerel
i ystem and Networks and University University
Semester FODIIE:;L Infrastructure Information Security) Pr:grarp Electl:e Elective Compulsory
18 Hours Security Programming equiremen Requirement Requirement

-

—

J Complete 90 CH

( FourthYear[31]hr.) ( Third Year[36] hr. ) ( Second Year [32] hr. ) ( First Year[33 ]hr. )
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Course Description

40712102, Data Structures, (3) Credit Hours, Prerequisite: 40721203 Object Oriented Programming,
Face-to-Face

Basic concepts of data structure and algorithm. The topics that will be covered in this course concerning Data type
and structures; Abstract data types and encapsulation; Stacks; Queues; Recursion; Linked Lists; Rinary trees;
General trees; File organization: sequential and indexed files; Graphs: representation, traversing, shortest path;
Sorting: exchange, insertion, quick sort, heap and others; Searching. At the end of this course, students will be able
to select the proper data structure and algorithm to solve a specific software problem, The course includes an
applied project through which students can practically employ the knowledge and skills they have acquired.

40712103, Laboratory of Data Structures, (1) Credit Hours, Co-requisite: 40712102, Face-to-Face

A practical laboratory in data structures, covering practical exercises including abstract data types and
aggregation, accumulators, tuples, recursion, sequential lists, general trees, file organization, graphs, sorting and
searching. The laboratory includes the completion of a practical project or research by students.

40741101, Fundamentals of Information Technology, (3) Credit Hours, Prerequisite: -, Blended

Knowledge of the terminology, information systems environment, processes, and components associated with
information technology, information systems concepts, components, tools, and applications. It will provide an
introductory understanding of computer hardware, numbering system and knowledge of how data is prepared for
computer, instruction processed at a basic machine level, and software (operating systems, database, and web
development and applications). It also introduces the networking, Internet, and the basics of the information
security, web searching, in addition to algorithms and problem solving, The course includes an applied project
through which students can practically employ the knowledge and skills they have acquired.

40742202, Databases, (3) Credit Hours, Prerequisite:40712102 Data Structures, Face-to-Face

Basic concepts of databases and the main topics such as: database definition, database system; overview of
database management, database system architecture, introduction to relational model, database algebra, database
design. database integrity, an introduction to structured query language (SQL), mapping between ER- and EER-to-
Relational, The course includes an applied project through which students can practically employ the knowledge and
skills they have acquired.

40742203, Laboratory of Database, (1) Credit Hours, Corequisite: 40742202, Face-to-Face

A practical laboratory in databases, covering practical exercises in database system and database management
(relational database systems RDBMS, structured query language (SQL), and schema design techniques The course
includes an applied project through which students can practically employ the knowledge and skills they have
acquired.

a0511208, Discrete Mathematics, (3) Credit Hours, Prerequisite: 30521101 Calculus, Face-to-Face
Fundamental aspects of discrete mathematics used in computer science starting with propositions, logical
operations, truth tables, set theary, relations and functions, and methods of proofs. The course also introduces the

A FO26-|, Rev. d ﬁ
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concepts of sequences, matrices, lattices, graph theory, and trees (rooted tree, subtree), The course includes an
applied project through which students can practically employ the knowledge and skills they have acquired.
40722101, Websites Design, (3) Credit Hours, Prerequisite: 40741101 Fundamentals of Information
Technology, Blended

Basic concepts of the World Wide Web, internet technology, current Web protocols, and client-server programming
for desktop computers and smart phones. Students will learn standard Hypertext Markup Language (HTML) for
create the web pages. basics of Cascading Style Sheets (CSS) for design and layout the web pages, as well as
Javadcript, together with XML and JSON for data-interchange and Ajax technology for building rich internet
applications for desktop computers and smart phones. Students will apply their gained knowledge in a series of
practical assignments. The course includes an applied project through which students can practically employ the
knowledge and skills they have acquired.

40721101, Introduction to Programming, (3) Credit Hours, Prerequisite: , Face-to-Face

The fundamental concepts of programming using selected language. It covers basic structures of programming
concepts such as variables, data types. control structures, arrays, functions, and pointers. A brief introduction to
classes and objects is also given. Students will apply their gained knowledge in a series of assignments. Practical
work for three hours weekly is included. The course includes complete a practical project or research by the
students.

40721102 Laboratory of Introduction to Programming, (1) Credit Hours, Corequisite: 40721101 Introduction
to Programming, Face-to-Face

A practical laboratory in programming using selected language, where it covers practical exercises in the basics
of programming such as variables, data types. control statements, matrices, functions and indicatars. In this
course, students apply their knowledge through a series of practical assignments in the laboratory.

a0511209 English Language for Information Technology, (1) Credit Hours, Prerequisite: -, Blended

This course is designed to develop students' professional English communication skills within the context of the [T
industry. It focuses on key technical vocabulary, grammar, and communication strategies used in common
workplace scenarios such as giving presentations, writing emails and reports, troubleshooting IT problems, working
with software/hardware, and managing online services such as websites, databases, and e-commerce systems..

40721203, Object Oriented Programming, (3) Credit Hours, Prerequisite: 4072101 Introduction to
Programming, Face-to-Face

(bject-oriented concepts (encapsulation, data abstraction, inheritance, and polymorphism) along with 00 design
using UML (unified modeling language). The OOP concepts covered using JAVA programming language. The course
emphasizes on the concepts of classes, templates, friend classes, inheritance, abstract class and virtual functions,
exceptions, and generic programming. Upon completion, students should be able to use an object-oriented language
to develop rather complex programs The course includes an applied project through which students can practically
employ the knowledge and skills they have acquired.

40721204, Laboratory of Object Oriented Programming, (1) Credit Hours, Corequisite: 40721203 Dbject

Oriented Programming, Face-to-Face

A FO26-|, Rev. d ﬁ
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A practical laboratory in object-oriented programming, covering practical exercises in object-oriented
programming (encapsulation, data abstraction, inheritance, polymorphism). The course is concerned with applying
concepts of classes (classes and templates. friendly classes, inheritance, abstract layer and virtual functions,
exceptions and general programming in a practical way). The course includes an applied project through which
students can practically employ the knowledge and skills they have acquired.

40713104, Algorithms Design and Analysis, (3) Credit Hours, Prerequisite: 40712102 Data Structures, Face-
to-Face

Rasic concepts of designing and analyzing algorithms. Topics covered: review of abstract data types and data
structures. definition of algorithms, classifying functions and computational complexities of algorithms. algorithms
analysis & design techniques including: divide and conquer greedy methods, searching and sorting, trees, graphs,
hashing, combinatorial algorithms and P/NP problems, The course includes an applied project through which
students can practically employ the knowledge and skills they have acquired.

40543101, Data and Software Security, (3) Credit Hours, Prerequisite: 40722205 Programming of Internet
Applications, Blended

This course aims to provide students with the fundamental concepts and basic methods of data security and
software security within the context of modern systems and applications. It addresses the principles of
protecting data in its various states (at rest, in transit, and in use) by discussing access management policies and
procedures, the operation of encryption mechanisms, backup and recovery, privilege management, and data loss
prevention (DLP) techniques.

The course also focuses on the foundations of software security and the integration of security into the Software
Development Life Cycle (Secure SDLE), with an emphasis on secure coding practices, input validation, session
management, error handling, and secure configuration of applications. In addition, it provides a general introduction
to @ number of common vulnerabilities in web applications and software (such as those listed in the OWASP Top 10
at an introductory level) and methods for mitigating their risks, alongside a discussion of logging, auditing, and
monitoring the use of data and software in different environments.

40542103, Data Integrity and Authentication, (3) Credit Hours, Prerequisite: 40721203 Object Oriented
Programming, Blended

The course provides a comprehensive overview of the integrity and authentication of data, while emphasizing the
importance of cryptography in securing data and supporting its authentication processes. The course also
addresses other issues, such as hardware problems, software engineering, and the social and political challenges
that must be taken into account to achieve a comprehensive and effective security system. The course includes
special topics such as encryption techniques. Classic and modern, data hiding methods, and the impact of human
factors on authentication systems.

40722205 Programming of Internet Applications, (3) Credit Hours, Prerequisite: 40722101 Websites
Design, 40742202 Databases, Face-to-Face

The knowledge and the tools to design and implement internet web applications for desktop computers and
smartphanes using PHP language as a server-side language. Initially, the course will introduce HTML language and
web applications. Students will learn about concepts of PHP, the functionality of web servers, and install and
configure Apache HTTP server or Microsoft IIS. This course goes over the syntax and usage of PHP language such

A FO26-|, Rev. d ﬁ
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as data types, operators, arrays, control statements, expressions, sessions, cookies, as well as creating programs
that interact with MyS[OL databases. At the end of this course, students will create and maintain a small web
application project on a live web server for desktop computers and smartphones. The course includes an applied
project through which students can practically employ the knowledge and skills they have acquired.

40743204 Computer Networks, (3) Credit Hours, Lecture: 3, 4074101 Fundamentals of Information
Technology, Face-to-Face

Key Concepts of Computer Networks; Broad Range of Topics in Networking (e.g. Networks Applications, Network
Classifications and Topologies, Network Layers, Channel Performance Measures. Transmission Media,
Communication Network Protocols and Architecture); Data Link Layer (e.q. Framing, Error Detection and Correction,
CSMA/CD, LAN IEEE Standards); Network Layer (e.g. IP service model, IP Addressing, Sub-netting, Host Configuration
DHCP, ARP Pratocal, IEMP protocol); Transport Layer (e.g. UDP Protocol, TGP Protocol, TCP Reliable Transfer and
Sliding Window, TCP Flow and Congestion Contral); Application Layer (e.g. DNS Protocol, NAT Protocol, HTTP Protocol,
Persistent and Non-Persistent HTTP Connection). The course includes an applied project through which students
can practically employ the knowledge and skills they have acquired.

40733203 Operating Systems, (3) Credit Hours, Prerequisite: 40712102 Data Structures, Blended

This course covers the definition and role of the operating systems. Topics spanned functionality and structuring
methods of a typical operating system; Introduction to modern operating systems, including device contral,
interrupts, synchronization and inter-process communication, process scheduling. memory management and
virtual memory, disk management, and security. Students will apply their gained knowledge in a series of
assignments.

40541201 Introduction to Cybersecurity, (3) Credit Hours, Prerequisite: -, Blended

This course aims to introduce students to the fundamental concepts of cybersecurity and information security. It
covers the core principles of confidentiality, integrity, and availability; types of cyber threats and attacks; and the
elements involved in protecting information assets in systems and networks.

Students are introduced to basic access control models, identity and privilege management, and an overview of
cryptography and its role in data protection, in addition to security policies, procedures, and organizational
controls. The course also focuses on developing security awareness and safe use practices for digital technologies,
with an emphasis on the ethical and |egal aspects of cybersecurity, through practical examples, applications, and
case-based exercises.

40542102 Fundamentals of Encryption, (3) Credit Hours, Prerequisite: 40041201 Introduction to
Cybersecurity, Face-to-Face

This course aims to introduce students to the fundamental concepts and principles of cryptography, with a focus
on cryptographic algorithms and their role in ensuring the confidentiality, integrity, and authenticity of
information. It covers both classical and modern cryptography, including the study of symmetric-key algorithms
(such as block and stream ciphers) and asymmetric-key algorithms, as well as hash functions, message
authentication codes (MACs), digital signatures, and key management and Public Key Infrastructure (PKI),
supported by introductory mathematical foundations.
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The course includes an applied project designed to enable students to employ cryptographic algorithms and their
various components in practical scenarios related to information security.

40543201 System and Infrastructure Security, (3) Credit Hours, Prerequisite: 40043204 Network
Management and Security, Blended

This course aims to provide students with the fundamental knowledge and skills required for securing operating
systems and the technical infrastructure of organizations, including servers, workstations, networks, and core
infrastructure services such as Active Directory, name services, and email services. |t covers the principles of
system hardening, secure configuration management, and identity and privilege management at the system and
infrastructure levels, as well as the protection of critical servers and services. The course also introduces the
security of virtualized environments and cloud infrastructures.

In addition, it focuses on controls related to backup and disaster recovery, logging and monitoring. and the detection
of and initial response to security incidents, thereby contributing to a comprehensive enhancement of the security
posture of the organizational [T environment.

40543103 Information Security Protocols, (3) Credit Hours, Prerequisite: 40542102 Fundamentals of
Encryption, Blended

This course aims to deepen students’ understanding of cryptographic applications in information security
protocols at the network, system, and application layers. |t covers the principles and foundations underpinning

the design of security protocols, such as authentication, key exchange, session management, confidentiality,
integrity, and non-repudiation.

The course involves the study and analysis of a number of comman security protocals, including channel security
protocols (TLS/SSL), IP security (IPsec), secure access protocols (SSH, VPN), authentication protocols (Kerberos),
secure email protocols (PGP/S/MIME), as well as an introductory treatment of wireless security protocols (such
as WPAZ/WPAR). It also discusses threat models and attacks against protocols (such as replay attacks, man-in-
the-middle attacks, and impersonation), with a focus on analyzing case studies that demonstrate the consequences
of insecure protocol design or implementation in real-world environments.

40543204 Network Management and Security, (3) Credit Hours, Prerequisite: 40743204 Computer
Network, Face-to-Face
This course aims to provide students with the fundamental concepts and basic methods of network management

and security in enterprise environments. It covers the principles of network administration and operation,
performance monitoring, capacity planning, and the management of network addresses and services, in addition
to an introductory overview of network management framewarks such as the FCAPS model.

The course also focuses on network security controls and tools, including firewalls, Intrusion Detection and
Prevention Systems (IDS/IPS), Virtual Private Networks (VPNs), network segmentation and demilitarized zones
(DMZs. VLANs). and defense-in-depth strategies. Furthermare, it discusses logging and monitoring mechanisms and
initial response to network incidents through examples and case studies drawn from real-waorld work environments.
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40543205 Networks Monitoring and Certification, (3) Credit Hours, Prerequisite: 40543204 Network
Management and Security, Blended.

This course aims to provide students with the knowledge and practical skills required for network monitoring and
documentation in enterprise environments. |t covers the concepts and objectives of network monitoring and key
performance indicators (KPls), as well as network data collection techniques such as SNMP, NetFlow/sFlow, logs,
and Syslog. The course also addresses the design and implementation of a network monitoring system, the
analysis of alerts and reports, and their integration with network management and security processes.

In addition, the course covers network documentation through the preparation of topology diagrams, device and
service inventories, configuration and change logs, and incident and availability reports, with hands-on applications
using monitoring and/or simulation tools and platforms available in the laboratory.

40544108 Ethical Hacking, (3) Credit Hours, Prerequisite: 40543204 Network Management and Security,
Face-to-Face

This course aims to introduce students to the fundamental concepts and principles of ethical hacking as an
organized and authorized practice designed to improve the security of systems, networks, and applications. It
focuses on understanding the attacker's mindset, common attack patterns and vulnerabilities from a defensive
perspective, as well as the legal and ethical framework, the responsibilities of cybersecurity professionals, and
acceptable use policies. The course includes an applied project or research-based assignment that enables
students to employ the studied concepts and tools within authorized and controlled laboratory environments.

40544218 Penetration Testing, (3) Credit Hours, Prerequisite: 40543204 Network Management and
Security, Face-to-Face

This course aims to provide students with structured knowledge and practical skills in penetration testing by applying its
phases according to recognized methodologies, including planning and scoping, information gathering, vulnerability discovery
and exploitation in safe environments, and documenting results through technical reports and improvement
recommendations. The course emphasizes adherence to legal and ethical frameworks, confidentiality requirements, and data
integrity. It includes an applied project or research-based assignment in which students perform penetration testing
procedures on authorized virtual systems or environments.

40544110 Networks and Information Security Programming, (3) Credit Hours, Prerequisite: 40543101 Data
and software security, Face-to-Face

This course aims to equip students with the programming skills necessary to support information and network security
through the development of simple scripts and software tools used for automation, log collection and analysis, security contraol
testing, and network traffic monitoring within authorized environments. The course relies on a high-level programming
language such as Python, in addition to introductory use of scripting environments such as Bash/PowerShell, to implement
practical tasks including reading and analyzing system logs. programmatically handling network protocols (sockets),
performing basic service scanning, and using standard cryptographic libraries, with an emphasis on secure programming
principles and adherence to relevant laws and policies.

The course includes an applied project or research-based assignment that enables students to employ the developed scripts
and tools in supporting information security teams within laboratory or realistic application enviranments.

A FO26-|, Rev. d ﬁ
Ref.: Deans' Council Session (16/2025-2028), Decision No.: 1l Date 23/12/2025 Original

19-24



AMMAN ARAB UNIVERSITY

40544213 Digital Forensics, (3) Credit Hours, Prerequisite: 40543204 Network Management and Security,
Face-to-Face

This course aims to introduce students to the fundamental concepts and principles of digital forensics as a field
concerned with the collection, preservation, analysis, and presentation of digital evidence in accordance with legal
and procedural frameworks. The course covers the types and sources of digital evidence, the principles of the chain
of custody, and the stages of the digital investigation process from preparation to documentation and reporting, in
addition to an overview of legal and ethical aspects and the role of incident response teams.

The course also includes an applied project or research-based assignment that enables students to employ the
studied tools and techniques in simplified digital investigation scenarios.

40543202 Secure Systems Development and Design, (3) Credit Hours, Prerequisite: 40543101 Data and
software security, Blended

This course aims to enable students to design and develop secure software systems and applications by integrating
security requirements into all phases of the Software Development Life Cycle (Secure SDLE). This includes analyzing
and defining security requirements, threat modeling. designing secure architectures, adopting secure design and
coding patterns, and performing code review and testing from a security perspective.

The course builds on the programming skills acquired in previous courses and includes an applied project or
research-based assignment in which students apply the studied concepts and techniques to a real-waorld system
or application in the field of cybersecurity.

40543102 Cybersecurity Ethics, Risks and Policies (3) Credit Hours, Prerequisite: 40541201 Introduction
to Cybersecurity, Blended

This course aims to introduce cybersecurity students to the ethical, legal, and social dimensions of computing and
cybersecurity by addressing professional and ethical responsibilities, individual rights, intellectual property,
information systems crimes, malware, intrusions, and methods of technology misuse. The course also introduces
the concepts and stages of cybersecurity risk management, including risk assessment and analysis, exposure
factors, security controls, mitigation strategies, and the management of threats and vulnerabilities.

The course further focuses on the institutional policies, procedures, and controls required to enhance
cybersecurity and to build a governance framework aligned with the Jordanian National Cybersecurity Framewaork
(INCSF). in coordination with the National Cybersecurity Center.

40584202 Field Training, (3) Credit Hours, Prerequisite: Complete 80 CH, Blended

This course aims to provide cybersecurity students with practical professional experience through field training in
an institution or organization relevant to their specialization for a period of no less than eight weeks and a minimum
of 200 actual training hours. The training enables students to apply the knowledge and skills acquired during their
studies in a real work environment and to participate in tasks and activities related to cybersecurity under joint
supervision from the training provider and the academic department.
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During the training period, the student is required to comply with the regulations and guidelines approved by the
department, the faculty, and the Deans' Council, including follow-up requirements, report preparation, and
evaluation by supervisors. The course contributes to enhancing students’ technical and professional skills,
professional ethics, and readiness for the labor market.

40594200 Applied Graduation Project (1), (2) Credit Hour, Prerequisite: Complete 90 Credit Hours,
Blended

This course aims to prepare students to initiate an applied graduation project in the field of cybersecurity by
selecting an appropriate topic, formulating the project problem and objectives, conducting a review of relevant
literature, analyzing functional and security requirements, and designing the proposed solution and implementation
plan. The course focuses on developing students' skills in applied research, project planning, and adherence to
academic integrity standards. It is a prerequisite for the course "Applied Graduation Project 2."

40594203 Applied Graduation Project (2), (2) Credit Hours, Prerequisite: 40594200 Applied Graduation
Project (1), Blended

This course aims to complete the implementation of the applied graduation project planned in “Applied Graduation
Project 1" through building, implementing, and testing the technical solution or security system, and analyzing its
results in accordance with professional and academic standards. The course includes preparing a comprehensive
final report, as well as presenting and defending the project before a specialized committee, thereby enhancing
students’ skills in problem solving, teamwork, and professional communication in the field of cybersecurity.

40544112 Wireless Network Security, (3) Credit Hours, Prerequisite: 40743204 Computer Networks,
Blended

This course aims to provide students with the fundamental concepts and methods for securing wireless networks
in enterprise environments. It covers the architecture and components of wireless netwarks, related threat models
and security vulnerabilities, and the encryption and authentication mechanisms adopted in various standards such
as Wi-Fi networks. The course also addresses the analysis of major wireless network attacks and their exploitation
techniques, as well as methods of mitigation through appropriate security controls and configurations, and the
development of effective security policies for enterprise wireless networks.

40544214 10T Security, (3) Credit Hours, Prerequisite: 40743204 Computer Networks, Blended

This course aims to introduce students to the architecture of Internet of Things (loT) systems. including the types
of devices, components, and protocols used, with an emphasis on understanding the specific risks and security
vulnerabilities associated with such systems. It also addresses the principles and methods required to design and
deploy more secure solutions for |oT devices and modules, including securing communications, protecting data,
managing identity and access, and building operating environments that minimize opportunities for exploitation and
attacks.

The course includes an applied project or research-based assignment that enables students to employ these
concepts in practical applications or empirical studies in the field of loT security.

40543206 Electronic Commerce Security, (3) Credit Hours, Prerequisite: 40543101 Data and software
security, Blended
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This course aims to introduce students to the principles of e-commerce from both business and technology
perspectives, with a focus on security, privacy, intellectual property rights, and legal obligations. The course
addresses client-side and server-side vulnerabilities, the operation of cryptographic protocols such as SSL, and
transaction security standards such as PCI DSS. in addition to the security of web servers and their applications,
access control, and database protection. Students are also introduced to concepts of defensive coding, threat
modeling, and mechanisms for protecting identity and information in web and e-commerce environments.
40544215 Cloud Computing Security, (3) Credit Hours, Prerequisite: 40543103 Information Security
Protocaols, Blended

This course aims to introduce students to the concepts and service models of cloud computing (laas, Paas, SaaS)
from a security perspective, with a focus on analyzing threats and risks associated with cloud environments and
understanding the respective responsibilities of service providers and customers within the shared responsibility
model.

The course covers contrals for securing cloud infrastructure, cloud identity and access management (Cloud 1AM),
and the protection of data and services through encryption, backup policies, and key management. It also reviews
best practices, frameworks, and standards related to cloud security.

40544216 Special Topics on Cybersecurity, (3) Credit Hours, Prerequisite: Complete 60 CH, Blended

This course aims to deepen students’ knowledge of advanced and selected topics in cybersecurity. Each semester,
it focuses on contemporary issues and emerging trends that respond to developments in the field and labor market
needs, such as: security of industrial control systems (ICS/SCADA), Internet of Things (loT) security, blockchain
and cryptocurrency security, cloud security, security of smart applications and autonomous vehicles, artificial
intelligence threats and machine learning-based attacks, as well as other specialized topics.

The course includes the discussion of real-world case studies and the analysis of recent attacks and vulnerabilities,
in addition to the use of advanced tools and techniques for testing and analysis. This contributes to developing
students’ skills in research, analysis, and technical critique, and prepares them to address contemporary
challenges in the cybersecurity domain.

40544109 Intrusion Detection and Prevention, (3) Credit Hours, Prerequisite: 40543204 Network
Management and Security, Face-to-Face

This course aims to provide students with the theoretical and practical foundations of concepts and techniques for
intrusion detection and prevention in networks and systems. It covers the study of types and patterns of cyber
attacks, as well as the design and operation of Intrusion Detection Systems (IDS) and Intrusion Prevention Systems
(IPS), both host-based and network-based. The course also addresses techniques for log analysis and network
traffic analysis and their use in tracking abnormal behaviors.

In addition, the course focuses on configuring, tuning, and monitoring these systems in realistic. lab-based
environments, while introducing the principles of integration with Security Information and Event Management
(SIEM) systems and the role of these technologies in supporting information security policies and incident
response. The course includes an applied project or a research-based assignment that enables students to employ
the studied tools and techniques in practical scenarios related to intrusion detection and prevention.
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40344219 Database Management Systems Security, (3) Credit Hours, Prerequisite: 40742202 Database,
Blended.

This course aims to provide students with advanced concepts in the design, development, architecture, and
applications of databases, with a particular focus on security challenges across different types of systems. The
course includes an in-depth study of SQL. covering topics such as views, exit, with, create type, authorization,
metadata, dynamic SQL, triggers. and recursive queries. It also addresses security-related issues such as the data
dictionary, normalization and securing relations according to INF, 2NF, 3NF. and BCNF, in addition to an in-depth
discussion of modern data systems. including object-oriented, distributed, and centralized databases, with an
introduction to concurrency control.

The course includes an applied project or research-based assignment through which students employ the
theoretical concepts and techniques studied to address practical or research problems in the field of databases
and their security.

40344221 Artificial Intelligent Applications in Cybersecurity, (3) Credit Hours, Prerequisite: 40713104
Algorithms Design and Analysis, Blended.

This course aims to introduce students to artificial intelligence (Al) techniques, with a focus on the applications of
machine learning and deep learning in computer and network security, software security, and digital forensics. The
course includes hands-on programming exercises to apply machine learning and deep learning algorithms for
intrusion detection, strengthening network defenses, and enhancing software security, in addition to advanced
digital forensics methods for evidence collection and analysis.

Main topics include intelligent intrusion detection systems, biometric security, Al-assisted software vulnerability
detection, and code obfuscation. The course also includes an applied project or a research study that enables
students to employ these concepts in practical applications or research-oriented studies.

40544220 Emerging Topics on Cybersecurity, (3) Credit Hours, Prerequisite: Complete 60 CH, Blended.
This course aims to familiarize students with the latest developments and emerging issues in the field of
cybersecurity, with a focus on advanced threats, innovative solutions, and cutting-edge technologies. The course
covers selected topics that evolve in accordance with global challenges and recent developments, enabling students
to gain an in-depth understanding of contemporary cybersecurity problems and to address them effectively.

Potential main topics include: advanced cyber attacks, security in cloud environments, machine learning in
cybersecurity, advanced cryptography, cybersecurity in industrial control systems, and social engineering.

a0521101 Calculus(1), (3) Credit Hours, Prerequisite: -, Blended.

General review of the principles of analytical geometry: the line, the circle, inequalities; functions: their concept,
properties, types; limits: definition, concept of one-sided limits, some theorems; continuity: properties and
theorems; derivatives: definition, rules, chain rule, higher derivatives, implicit differentiation; applications of
differentiation: mean value theorem, increasing and decreasing functions, extreme values, concavity and inflection,
horizontal and vertical asymptotes; integration: antiderivative, fundamental theorem of calculus, some applications
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of integration, substitution, integration by parts; logarithmic and exponential functions: properties, derivatives,
integrals; rational and trigonometric functions: inverses, derivatives, integrals.

a0531100 Principles of Statistics and Probability, (3) Credit Hours, Prerequisite: -, Blended.

Describing Statistical Data by tables, graphs and numerical Measures, Measures of Central Tendency and Deviation,
counting methods, The Variance. binomial and Normal distribution, probabilities Laws, Random Variables, Sampling
distributions, testing of statistical hypotheses for two populations, correlation and regression, correlation
coefficient.

20212104 Linear Algebra 1, (3) Credit Hours, Prerequisite: 30521101 Calculus, Blended.

Introduction to numerical analysis. and its primary objective is to develop the basic understanding of numerical
algorithms and the required skills to implement algorithms to solve mathematical problems, the course includes
completing a practical project or research by the students.
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