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ABSTRACT

Recently, the domain of Underwater Wireless Sensor Networks (UWSNSs) had
received a lot of attention due to its significant advanced capabilities in ocean
surveillance, marine monitoring, and application deployment for detecting
underwater targets. Due to the nature of UWSNS, many security concerns
arise in this area of research. Hence, the motivation for this thesis proposal is
to secure routing protocol data using hash algorithm and encryption algorithm
to study and measure the impact of security on power-consumption in

UWSNS.



The proposed method is based on Network Simulator 2 (NS2) with routing
protocols, namely, Vector Dependent Forwarding (VBF) and Hop-by-Hop
Vector based Forwarding (HH-VBF) protocols, using hashing with SHA-256
and SEA Symmetric encryption to simulate the additional power consumption
if any in UWSNSs during routing protocols data forwarding. The three
scenarios under study are as follows: first, with no security addition to the
routing protocols, second, using SHA-256, and third, using symmetric
encryption. The simulation findings show that power consumption in HH-
VBF with the three scenarios, yields the similar results and no effect on the
power-consumption. However, the VBF power consumption show noticeable
change when using hashing or encryption for various data runs, the VBF best

finding was with using SHA-256
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