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Abstract
In recent years, the Internet is the most powerful tool in the world. The Internet
is a collection of various services and resources, among which are Wireless
Sensor Networks (WSNs). The security of wireless sensor networks has become
a difficult problem, and traditional security mechanisms are not sufficient to
detect wireless intrusions, as many problems may threaten the security of
wireless networks, including data confidentiality, reliability, and integrity of the
wireless sensor. Networks and intrusion detection systems face many problems
such as, low detection accuracy, false alarm and long processing time. These
problems are caused by a huge amount of intrusion and wireless traffic. The
sensor which is one of the layers of defense collects them. Intrusion Detection

System (IDS) is an important method to defend against attacks. Therefore,



researchers seek to find new algorithms to detect intrusions on wireless sensor
networks. The Arithmetic Optimization Algorithm was used to solve critical
feature selection problems and create a new cost function to handle any dataset
running in machine learning algorithms after improved called as (AS_IDS),The

name of the technique is derived from (AOA SVM Intrusion detection system).

The NSL KDD dataset was used to verify the performance of the proposed
technique and the SVM classification algorithm was used to measure the
performance in terms of accuracy, detection rate, false alarm rate, number of

features, and execution time.
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