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Abstract

During last few years, there were several attacks and malicious activities that
have been attributed among the users of common channels. The botnet is
usually considered as very significant malicious carrier and uninvited briskness.
Furthermore, "Intelligent Water Drop (IWD)" method and the Hopfield neural
network are proposed. The new approach is also depending on the packet
features of transfer control protocol. The aim from this study is detecting the
occurred Botnet via IWD method with "Hopfield Neural Network (HNN)™. The
research combines both the IWD and HNN in order to improve the performance
of botnet detection. Python software in addition to R simulator were used in this
thesis in order to apply the proposed algorithm. The obtained results showed

that algorithm accuracy was 94.8% in botnet detection.
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